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(54) SECURITY MANAGEMENT SYSTEM BY PRINT LOG AND PRINT DATA STORAGE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the leakage of information 
through a printed matter and to inquire into the cause of the leakage 

when the information is leaked. 

SOLUTION: A print server 1 6 receives print data and control data 
including at least any of a job name, a terminal name and a user name 
from a client terminal 1 4, transmits the print data to a printer and makes 
the printer to print the print data. A time stamp is also added to the 
control data, and bitmap data are further generated from the print data. 
The server 1 6 stores the control data, the print data and the bitmap 
data as the print log in a storing part The print log stored in the storing 
part is collected in a management terminal 17. When a problem takes 
place later, the print data are specified by referring to the control data, 
the print data are reprinted or its bitmap is displayed and its contents 
are specified. 
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JP2002-149371 A Paragraph [0026]-[0030] 
[0026] 

Here, it is explained about a case where confidential information 
5 is externally leaked and circumstances where the information is printed 
are practically inquired. In this case, a manager inquires print logs 
stored in the print server 16 or the management terminal 17 for 
Inquiring the circumstances where the applied information is printed. 
Note that, the operations concerning the inquiry of the circumstances 

10 by the print server 16 and the management terminal 17 are almost 
same. Therefore, here explains about an inquiry method by the 
management terminal 17. The manager starts a log displaying 
function 311, and has the log displaying function 311 display the print 
logs stored in the storage unit 32. As shown in FIG. 6, the control unit 

15 31 displays the followings as a list in the following order: a print job ID; 
a job name; a user name; and date. Further, reprinting, sort, retrieval, 
display, and deletion buttons are displayed. 
[0027] 

When the manager specifies an arbitrary print job from the 
20 displayed list, and selects "Yeprinting", a reprinting function 312 starts 
up, transmits the print data of the specified print job to a 
pre-determined printer, and prints the data. Therefore, by comparing 
a printed material with evidence, it is possible to judge whether they 
are identical to each other. 
25 [0028] 

Further, when the manager specifies an arbitrary print job from 
the displayed list, and selects ''display", the log displaying function 311 
starts up, starts a viewer, and displays a bit map data of the specified 
print job. Therefore, by comparing a displayed image with evidence, it 
30 is possible to judge whether they are identical to each other. 
[0029] 

Furthermore, the log displaying function 311 displays, for 
example, a text box when 'YetrievaT' is selected. The arbitrary 
keywords such as a job name and a user name are inputted to the text 
35 box. By instructing to execute the retrieval, the control unit 31 
retrieves the storage unit 32, and has the display unit 33 display a list of 



1 



1 



the applied job name and the user name. When specifying the print 
job name, the user name, the date and the like, and further, the ""sort" 
is selected after specifying a distinction of ascending and descending 
orders, the log displaying function 311 sorts and displays the print job 
5 according to the specified conditions. Note that, it is possible to 
delete the print data and the print log by selecting the "^deletion". 
[0030] 

Thus, the management terminal 17 and the print server 16 can 
verify the print data by, from the details of the print log, extracting and 

10 re-outputting the targeted print data. Therefore, according to the 
printing management system in the present embodiment, in the case 
where the information Is leaked it Is possible to specify the printer of the 
printed material and the printed time period. In addition, it is possible 
to prevent unauthorized or unnecessary printing by making sure that 

15 every employee knows the function of the printing system, so that it 
can help preventing the leakage of information. 
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